UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
XA VU QUANG Poc 1ap - Tu do - Hanh phuc

S$6:1032 /UBND Vii Quang, ngay11 thang 5 nam 2026
V/v tang cuong cong tac dam bao an
toan, bao mat trén khong gian mang

Kinh guri:
- Cac phong, ban nganh, doan thé cip x4;
- Cac co quan, don vi dong trén dia ban xa;
- Can b0, cong chirc, vién chuc, nguoi lao dong trén dia ban xa;
- C4c thon trén dia ban xa.

Hi¢n nay trén khong gian mang xuat hién nhiéu chién dich tin cong tinh vi
va cac 16 hong nghiém trong trén cac pham mém Ung dung phd bién. Cac loai
virus, ma doc nay co the bi d6i tuong tan cong loi dung dé chiém quyén diéu
khién hé thong, danh cap va ma hoa dir liéu. Uy ban nhan dan xi théng béo
thong tin va hudng ddn mot s6 giai phap khac phuc nhu sau:

1. Canh b4o nguy co chiém quyén Zalo qua “ma QR binh chon”

Thu doan ctia ngudi tAn cong tao “Binh chon cudc thi” da dugc céc ddi
tuong nang cap. Thay vi gui link ding nhap, ddi twong hién nay gii ma QR gia
mao 13 “ma binh chon” hodc “ma nhan qua”. Khi nguoi dung Zalo quét ma nay
thuc chét 1a dang thuc hién 1énh “DPang nhap Zalo Web” trén thiét bi cua d6i
tuwong tan cong. Ngay khi chiém duogc quyén, ddi tuong st dung cong nghé Al
Deepfake dé tao ra cac doan tin nhén thoai hodc hinh anh ctr dong giéng hét chu
tai khoan dé nhan tin vay muon tién, khién nhitng nguoi trong danh ba rat kho
phan biét dugc that, gia. Hoac ddi tuong s€ am tham thu thap nhiing dit li¢u tin
nhin, thong tin ca nhan nhay cam cta nguoi dung st dung cho muc dich xau.

Thi doan nay anh hudng dén tat ca nguoi dung Zalo, dac biét nguy hiém véi
nhiig nguoi tham gia cac hgi nhom cong dong, tir thién, phy huynh hoc sinh...

Giai phap khic phuc: Tuyét d6i khong quét cac ma QR la duoc gt qua tin
nhan dé “Binh chon” hay “Nhan qua”. Ludn kiém tra tai khoan Zalo bang cach
vao “Cai dat > Tai khoan bao mat > Lich st dang nhap”. Néu thay co thiét bi
“Zalo Web” la 1a phai bAm “Ping xuat” ngay lap tirc. Thiét 1ap ma khoa tng
dung (PIN) dé ngin chin diang nhép tir xa.

2. Canh bzo thii doan thué SIM “rac” dé chiém doat tai khoan tir s6
dién thoai cii ma khong con sir dung

Pay 1a thu doan ma ddi twong thué (mua) lai SIM sb dién thoai cii khong
con sur dung ma da bi nha mang thu hoi dé phuc hoi mat khau céc loai tai khoan
thong qua OTP gui tir SIM cii cua ngudi ding di bé nhung van con lién két véi
Facebook, Zalo, tai khoan Ngan hang, tai khoan 1Cloud... DPoi tuong st dung
cac s6 dién thoai nay dé yéu cau “Quén mat khau” rdi nhan ma OTP tr d6 chiém
doat toan bd tai khoan va dir liéu nhay cam. Ngoai ra cac email cti da khong con



dang nhap sir dung ciing bi cac dbi tuong dung phan mém do mat khau dé tim
kiém thong tin khoi phuc tai khoan.

Giai phap khic phuc: Ra soat ngay muc “Théng tin lién hé” trén Zalo,
Facebook, Ngan hang... va g& bd ngay cac sb dién thoai/ email khong con sir
dung. Chuyén phuong thitrc nhan mi xac thuc tir SMS sang cac Gmg dung bao
mat chuyén dung nhu Google Authenticator hodc Microsoft Authenticator. Khi
thay ddi s dién thoai phai thuc hi¢n thu tuc thay ddi sd dién thoai trén tat ca céac
dich vu Ngan hang va mang xa hoi trudc khi bé s6 dién thoai do.

3. Canh bao mi doc “NFC-Steale” danh cip thong tin ngin hang qua
ung dung gia mao

Thu doan nay loi dung quy dinh vé xéc thuc sinh tric hoc va cap nhat
thong tin can cudc cong dan, d6i tuong gui dudng link qua Zalo/SMS gia mao
tmg dung cua B6 Cong an hodc Ngan hang. Khi cai dit ma doc ndy yéu cau
nguodi dung 4p thé Cin cude gin chip hodc thé Ngan hang vao mit sau dién
thoai. M4 doc s& 4m tham sao chép toan b dir liéu chip va thong tin thanh toan,
ddng thoi chiém quyén dién khién dién thoai dé tu dong thuc hién cac 1énh
chuyén tién ma ngudi dung khong hé hay biét.

Giai phap khic phuc: Tuyét d6i khong cai dit tmg dung qua duong link
duoc gui tr nguoi la hoac cac t€p.APK roi. Chi cai dat ing dung to CH Play
hoac App Store. Co quan Cong an va Ngan hang khong lam viéc qua Zalo hay
yéu cau nguoi dung tu quét NFC qua tmg dung la. Néu da cai dit 1ap tirc tat két
ndi mang, thao SIM va mang di¢n thoai dén trung tam bao mat dé quét sach ma
ddc hodc khéi phuc cai dit goc.

An toan thong tin mang 1a trach nhiém cta toan xa hoi. Mdi ngudi dan
can nang cao y thuc canh gidc, chu dong bao vé dir li€u cd nhan va tich cuc
tuyén truyén cho ngudi than, ban bé vé cac phuong thic, thi doan ltra dao méi
trén khong gian mang.

pé nghi cac co quan, don vi, td chirc va toan thé Nhan dan thuong xuyén
cap nhat thong tin canh bao an ninh mang. Pong thoi phdi hop chit ché véi luc
luong Cong an trong cong tac phong ngura, phat hién va xtr 1y cac hanh vi vi
pham phép luat trén khong gian mang.

Noi nhin: TM. UY BAN NHAN DAN
- Nhu trén; 7
’ KT. CHU TICH
- TT Béang Uy, HDND (b/c); : L
- Chi tich, cc PCT UBND xa; PHO CHU TICH

- Céac co quan, don vi trén dia ban x3;
- Cac thon trén dia ban xa;
- Luu: VT, UBND.

Tran Van Tra
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